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General information 

 
№ Field name Note 

1 Code and classification of the field of 

education 

8D06 Information and communication technologies 

2 Code and classification of training di-

rections 

8D063 Information security 

3 Educational program group D095 IT security 

4 Educational program name 8D06301 Information security systems 

5 Short description of educational pro-

gram  

Graduates' professional activities include: science, ed-

ucation, government and departmental structures, pub-

lic administration and local government, economics 

and finance, industry, agriculture, culture, and 

healthcare. 

The objects of professional activity of graduates are: 

− Public administration bodies; 

− information security departments and departments 

of departmental organizations; 

− information security departments, IT departments 

and departments of financial organizations; 
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− information security departments, IT departments 

and departments of industrial enterprises; 

− higher education institutions and scientific institu-

tions; − departments and departments of information 

security of government organizations and commercial 

structures. 

The main functions of doctoral students' professional 

activities are: conducting research in the field of infor-

mation protection and security; auditing, vulnerability 

analysis and incident investigation in information se-

curity systems; design, implementation, operation, ad-

ministration, maintenance and testing of information 

security systems of enterprises. providing hardware 

and software protection of information systems for 

various purposes The areas of professional activity are 

as follows: 

− design, development, implementation and operation 

of information security systems; 

 − analysis, testing and identification of system vulner-

abilities; 

 − information security audit. 

6 Purpose of EP The purpose of the educational program is to provide 

comprehensive and high-quality training for competi-

tive, highly qualified specialists in the field of infor-

mation protection and security, who are ready to solve 

scientific, practical and theoretical tasks of profes-

sional activity in modern conditions.  

7 Type of EP New EP 

8 The level based on NQF 8 

9 The level based on IQF 8 

10 Distinctive features of the Educa-

tional program 

The program is aimed at training doctoral students ca-

pable of conducting independent scientific research in 

the field of information security management and de-

veloping innovative solutions. A distinctive feature of 

the program is the integration of modern international 

standards, scientific approaches, and practices, which 

ensures the development of research and analytical 

competencies at the level of global requirements. 

13 Education form Full-time 

14 Period of training 3 years old 

15 Amount of credits 180  

16 Languages of instruction Russian, Kazakh, English 

17 Academic degree awarded Doctor of Philosophy PhD  

18 Developer(s) and authors: Aitkhozhayeva Y. Zh., Yubuzova Kh.I., Alimseitova 

Zh. K. 

 


